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SECRECY FROM WHOM? CLASSIFICATION IN THE POST-COLD WAR ERA

Secrecy in government is fundamentally incongruous
with the ideal of a democratic society. When secrecy ex-

tends beyond the bounds that are consensually recognized
as necessary to the national well-being—such as protec-
tion of personal privacy, trade secrets, and certain limited
areas of defense and intelligence—serious abuses can and
do result.

Some of these abuses eventually become well known
when they violate explicit national policies or laws, as in
the Iran-Contra scandal. But other, even more pernicious,

problems are hardly recognized at all. These are systemic
practices which effectively seal off important government
activities from public awareness and even from Congres-

sional oversight. Such practices are largely embodied in
the classification system which governs the control of infor-

mation deemed vital to national security.
An overhaul of the whole “information security” infra-

structure is long overdue and could lead to <i more effi-
cient, more accountable, and more democratic system of
government, The political climate following the close of

the Cold War era should finally make such an overhaul
possible.

What does the end of the Cold War mean for secrecy in
America? Most essentially, it means that the organizing

principles and operating assumptions that underlie the
government secrecy system are no longer valid. The sys-
tem is still fully in place, but its rationale has shifted dra-
matically, if not evaporated altogether, as the potential
threat to the U.S. has changed from superpower confron-

tation to the proliferation of weapons of mass destruction
and regional conflicts.

The Evolution of Governmental Secrecy

Secrecy in American government is nothing new. It goes
back to the founding of the Republic and even before. For
example, the 1775 Articles of War prohibited American
soldiers from unauthorized correspondence with the ene-

my. But it was with the beginning of the Cold War that
official secrecy began to reach significantly beyond military
information to become an institutionalized part of the U.S.
bureaucracy.

In September 1951, President Truman issued Executive

Order 102YO, which for the first time established a security
classification system that encompassed civilian as well as
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military agencies. It authorized any executive branch agen-

cy to classify information, and it defined the utterly vague

standard for classified information as “official information
the safeguarding of which is necessary in the interest of
national security. ”

Although President Eisenhower limited the number of
agencies authorized to classify information and clarified
the svandards for classification, the implementation of the

secrecy procedures quickly revealed serious problems that
still remain unresolved.

By 1956, an official Committee on Classified Informa-
tion appointed by the Secretary of Defense found that
overclassification (along with unauthorized disclosures)
was a “major shortcoming” of the system.

<’ Overclassificadon,” said the Committee, “has
reached serious proportions. The result is not only that the

system fails to supply to the public information which its
proper operation would supply, but the system has become
so overloaded that proper protection of information which
should be protected has suffere d.”

The classification system, which continues to be based
on a Presidential Executive Order rather than statute, has
been revised several tirfies by succeeding Presidents. Until
the 1980s, the scope of information subject to classification
narrowed as the criteria tightened, all to the effect that a
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peak in commitment to openness was reached during the

Carter Administration.
Carter’s Executive Order 12065 :lppears positively en-

lightened when compared to the classification systems that

preceded and followed it. For example, the Carter criteri~]
required that information could be classified only if its

disclosure could cause “identifiable” damage to national
security; mandated a “balancing test, ” by which even oth-
erwise classified information would be disclosed if there
were a substantial public interest in doing so; directed
systematic declassification of documents throughout the

Executive Branch within 20 years; and generally required
that declassification “shall be given emphasis comparable

to that afforded classification. ”
All of these evolutionary steps towards a more reason-

able information security policy were undone by President
Reagan. Reagan’s 1Y82 Executive Order 123j6, which re-
mains in effect today, eliminated the requirement that

information be classified only in the face of “identifiable”
damage to national security; eliminated the balancing test;

eliminated systematic declassification review by Executive
Branch agencies, dictating that only the N:ltional Archives
should conduct such review, and for documents thirty

years old rather than twenty.
As a consequence, the system by which government

information becomes available to the public is in profound
disarray. Overclassification remains rampant. Classifica-
tion procedures are abused as a mechanism for avoiding
public or Congrcssiona! oversight. There is an ever-in-
creasing backlog of historical documentation that remains

beyond the public reach. As the distinction between genu-
inely sensitive information and merely politically-sensitive

information has eroded, the classification system has fallen
into contempt even within the government.

According to one State Department official, the classifi-

cation system is “out of whack. ” But “it’s not going to fix
itself, ” since “most security officials have a vested interest

in the status quo. They’re not going to streamline them-
selves out of a job. ”

Meanwhile, the major threat to national security that
was used to justify the institutionalization of government

secrecy has collapsed with the end of the Cold War. In
order to restore some degree of propriety to government
information policy, the system must be redesigned from
the ground up to meet the challenges of a new day.

The Goal: Revamp the Classification System and

Estabhsh the Presumption of Open Government

Secrecy has been a part of American government for so
long that we tend to accept it as natural and appropriate.
The very idea of doing away with the classification system,
or substantially altering it, seems outrageous or irresponsi-
ble. But it’s not.

As far back as 1Y70, a Defense Science Board Task
Force on Secrecy, composed of eminent (and politically
conservative) scientists including Edward Teller, reported
to the Secretary of Defense the following observation:

(continued on next page)
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NOW MORE THAN EVER

President Rtihwd Ntion, of all people, eioguentfy de-
scn.bed the failings of the government chssifictiion sys-
tem when he introduced his own Executive Order on
cbssifictin in 1972:

“Unfortunately, the system of classification which

h= evolved in the United Shtes has failed to meet the

s~ndards of an open and democratic society, ailowing

too many papers to be clasified for too long a time. The

controls which have been imposed on classification au-

thority have proved unworkable, and classification has

frequently served to conceal bureaucratic misbkes or to

prevent embarr=sment to offlciais and administratio~~s.

“Once locked away in Government files, these papers

have accumulated in enormous quantities and have be-

come hidden from public exposure for years, for dec-

ades—even for generations. . .

“The many abuses of the security system can no

longer be tolerated. Fundamental to our way of fife is

the belief that when information wbicb properly belongs

to the public is systematically withheld by those in poM-

er, the people soon b~ome ignorant of their own afftirs,

distrustful of those wbo manage them, and— eventual-

ly—incapable of determining their own destinies.” E

(2) details of ulans for military operations

{3~ details of &ngoing diplom~tic”negotiations, and
(4) intelligence methods, including codes, technology,

and identity of spies.
As discussed below, the current classification system has

become inflated and bureaucratized far beyond what these
reasonable exceptions would require. There are secret in-

telligence agencies, a vast secret budget, secret historical
documents, secret environmental impact statements, and

on and on.
Even if this extensive preoccupation with classific;ltion

were not problematic in principle, it has become intoler-
able merely on the basis of inefficiency and cost. The
Department of Defense recently estimated, for example,
that the cost of protecting classified information in industry
reached an astounding $13.8 billion in 1989 alone.

What follows are four interim steps that would eliminate

many of the flaws in current government information poli-
cy and help establish a more rational and cost-effective
system.

Interim Step 1: Reduce Classification at the Source

The critical step in achieving a policy based on the pre-

sumption of openness is to drastically curtail the produc-
tion of new classified documents. Before dealing with the
residue of the past, the continuing flow of classified materi-
als should be stanched.
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This will require elaborating new classification criteria,

along the lines of the limited topics noted above, that can
bc Iogivally traced to identifiable national security threats.
In contrast, the presumption of the present system is a

technologically advanced superpower adversary intent on
global domination. The challenges pc>sed by tbe Third
Worid and other current threats are qualitatively and

quantitatively different, and far more limited in scope and
nl:lgnitude. This reality must be reflected in changes to the
c!assifiuation system.

Beyond new criteria, one way to reduce classification at

the source is to sharply reduce the number of individuals
who are authorized to classify information. There are cur-
rently about 6 ,jOO such individuals throughout govern-
ment. A reduction of perhaps 9070 in the number of classi-
fication authorities would go a long way in imposing disci-

pline on the classified process. Additional benefits would
be lower costs to the government and improved protection
for information that, if disclosed, could actually pose a
threat to national security.

Interim Step 2: Eliminate the

Confidential Classification

Once a new standard has been established, it will be
necessary to undo the abuses of the past. Declassification
review and process is a costly and time-consuming under-
taking. It would betempting tosimply open up the secret

files and release all of the innumerable secret documents of
the past decades.

But a more modest step might he a more realistic begin-

ning, that is, simply to deactivate the confidential classifi-
tiition category, the lowest of the three official classifica-

tions. All documents currently classified “Confidentia~’
should be made publicly available without a painstaking

declassification review.
Eliminating the “Confidential” category has the politi-

cal advantage of having already been proposed by the

Senate intelligence Committee in December 1985:
“The Committee has found that the classification system

is unduly complicated andthat it breeds cynicism and con-

fusion in those who create and use classified information.
The Committee believes that a streamlined system, in
which the Confidential classification is eliminated and all
[cP.ssified] information is either Secretor the equivalent of

Sensitive Compartmented Information, would be much
more workable despite the major changes and initial costs

that this would entail. ”
Remarkably, the proposal to eliminate the “Confiden-

tial” category dates back to June 1957, when the Commis-
sion on Government Security (known as the “Wright Com-
mission”) criticized the overuse of this label and recom-
mended its immediate termination.

A logical follow-on measure would be the establishment

of a “drop dead date, ” which would systematically cancel
all classification levels for all documents (again with cer-
tain exceptions such as nuclear weapons design data, etc.)
once the documents have reached a certain age.

(continued on page 6)
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Interim Step 3: Eliminate the Special Access

Classification System

Another important interim step would be to eliminate

the so-called special access classification system, which
involves a degree of secrecy even beyond that of the three
official classification categories.

All the official categories—Confidential, Secret, and
Top Secret—entail a “need to know” requirement. In

other words, a potential recipient of the classified informa-
tion must not only have an appropriate level of clearance,
but he or she must also have an identifiable “need to
know” the particular information in question.

But the special access classification system places even

stricter limitations on who may receive information. In
many cases, even the very existence of a special access

program is considered classified information. Hence the
commonly used, unofficial term “black pro gram.”

Special access has consistently presented such a tempta-
tion to fraud and abuse that in 1991 the House Armed
Services Committee concluded that it “is now adversely

affecting the national security it is intended to sup port.”
To take one recent example, special access was implicat-

ed in the collapse of the A-12 naval aircraft program, with
the resulting loss to taxpayers of several billions of dollars.
The House Committee observed that “special access re-

strictions on the A-12 program and the lack of appropriate-
ly cleared auditors prevented the program from re-

ceiving adequate management control and oversight .”
leading to its ultimate cancellation.

The Senate ~ed Sefices ~mtittee reponed that “over
time, the vast e~ansion ti the number of special acces pro-
grams [has] led to serious negative consequences. These

have included: failures of internal mmagement (e.g. the A-12
aircraft program); shieldlng programs tiom mngressional over-
sight (e.g. through the use of “umbre~a” programs to mask the
me number of programs and progrm detafis); and refisal to
provide auss necess~ for proper oversi@t.”

Nobody really knows how many special access programs
there are, due to poor or misleading reporting and inade-
quate auditing. But in 1985 testimony, the General Ac-
counting Office indicated that at that time, there were
“about 5,000 or 6,00V’ special access contracts active.

The special access system effectively serves to under-
mine the most minimal level of independent oversi~ht and
accountability. Aviation Week (7/29/91, p. 11) reported
that “approximately 807G of highly classified defense pro-
grams buried in the ‘black world’ are there primarily to
avoid oversight, according to an aerospace industry execu-

tive. Most are ‘pet projects’ that would not survive if sub-
jected to ‘white world scrutiny. ”

Similarly, according to Aerospace Daily (8/12/91), the
A-12 naval aircraft and the Tacit Rainbow missile, “botb
of which were crippled by inadequate oversight because of
their Special Access Required classification, are just two of

many ‘monsters in the Pentagon’s closet’ that will surface
in the next few years. For every black program that
worked well—like the F-1 17 stealth fighter-there are
two that are completely twisted. ”

A study by staff members of the House Armed Services

Committee in 1990 revealed that only five to ten percent of

all special access programs are actually reti,ewed in depth
by Congress. This is partially due to a shortage of cleared

staff members, as well as false or inadequate reporting by
the Executive Branch. And, of course, the prospect of
avoiding Congressional oversight serves as a further incen-
tive for the Executive Branch to place even more prog~~ms
in tbe special access category.

The special access classification system is now, as the
House Armed Services Committee put h, adversely affect-
ing the national security. It should be abolished.

Interim Step 4: Give Declassification Increased

Emphasis

Users of the Freedom of Information Act know that,
notwithstanding the statutory response time of ten days,

FOIA requests generally take months and frequently years
to elicit a substantive response, if any. While FOIA offices
are often understaffed, the biggest bottleneck is the declas-

sification review process. Declassification is not a priority
in >~nyExecutive Branch agency.

President Carter’s short-lived classification policy dictat-

ed that “decl:issif iration of classified information shall be
given emphasis comparable to that accorded classifica-

tion. ” Before this requirement could have much effect,
President Reagan deleted it. The explanation, according to

Steven Garfinkel of the Information Security Oversight
Office, is that it was “unnecessary.”

But today, ten years later, even Garfinkel laments the
explosion of classified documents awaiting declassification
review. He was asked by tbe Philadelphia Inquirer just

how many classified documents there are. His response:
“A mountain tens of millions or hundreds of mil-

lions or billions. We’ve got to do something or that moun-
tain’s going to build up more. What are we going to do~~
Wzlve a magic wand and declassify it’? Burn it’?”

Garfinkel says that the Executive Branch is now looking at
possible options for improving the declassification process.

One improvement, as discussed above, would be to de-
activate the Confidential classification and significantly re-
duce the burden of declassification review.

But in addition, the declassification process must be
given much greater emphasis. If new funding for declassifi-
cation is not available, then Congress should require that
at least 5070 of the funds now devoted to information
security in each agency be directed to declassification.

Openness Is An Essential Element of Democracy

The end of the Cold War has eliminated the nominal
justifications for leaving the huge apparatus of government
secrecy in place. The fissure between our professed princi-

ples and our current practices presents us with a space for
action to finally achieve a government information policy
based on the presumption of openness, and to begin to
undo the gross excesses of the Cold War era, In a democra-

cy, after ail, it is the public that has the ultimate “need to
know, ” ❑
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. . . WItb rmp to tifid Mormation, it k wder-
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ati with wience md engiuwfig. However, it must be
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prmme @tid =rwy, neither the Uuitd Wgdom
nor Cbiua W= long delayd h develophg hy&Wen w~p-
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our syskm probably kd a &neficid effwt md its clwK!-

mtion h= had a deletetiow one

(1) The U.S. lead in microwave elwtronics and in

computer technology W= uniformly and greatly rtised

after the decision in 1946 to releme the resulk of war-

ttie research h these fields.

(2) R-earcb md development on the peaceful uses of

nuclear reactors accelerated remarkably within our

country, m well m internationally, once a decision W=

made in the mid- 1950s to declassify the field.

(3) It is highly questionable whether transistor tech-

nology would have developed m successfully as it has in

tbe p~t 20 years had it not been the object of essentiaMy
opsn res~rch. ❑
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PRIMARY PROFESSIONAL DISCIPLINE

FA~ PROJECT UPDATES

US-CIS Cooperative Project: This major FAS project
directed by Frank von Hippel held its Fourth International
Workshop sponsored jointly with the N:>tural Resources
Defense Council February 26 and 27 in Washington. The
workshop, focusing on Nuclear Weapon Elimination and
Nonproliferation, attracted 18 p:irticipants from nations in

the Commonwealth of Independent States and more than
30 U.S. particip:lnts and observers. Previous joint

FAS/NRDC workshops were held in April 1990, October
IYY1 and December 1YYI, the first two in Washington and
the third in Kiev.

Space ~olicy Project: This multi-faceted project has
lately addressed issues raised by administrative changes at
NASA, structure of the Space Station Freedom program,
the call by the Bush Administration for cooperation be-

tween CIS nations and the U.S. on the Strategic Defense
Initiative and the proliferation of advanced fighter aircraft.

The project staff has prepared a number of articles, studies
and papers for future publication and presentation to inter-
national conferences,

Project on Conventional Arms ‘Fransfers: An in-
depth report on this project will appear in a forthcoming
issue. Ann Walsh joined the FAS staff in January as a
Research Assistant to work on arms sales issues a“d assist

the FAS Working Group on BWC Verification, which
met recently to draft a report on its visits to high-contain-

ment laboratories in the U ,S. ❑
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