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OPENNESS AND SECWCY: THE PENDULUM SWINGS

By Steven Ajergood

The United States has the most open government
in the world. Anchored securely by the First Amendm-
ent, openness is reinforced eve~ day by a press corps
that publishes evenclassifiedinformationwithoutpendty.
At the same time, however, the US government maintains
a massive secrecy system. Given its huge mihtary budget
md vast intelligence bureaucracy, the US produces more
new secrets more qticUy than anyone else, including 7.3

million distinct secrets in 1998 done. There is an endur-
ing tension between the secret enclaves of government

and the more or less transparent political structures sur-
rounding them.

Today, more official information is more easily
available to more people than ever before. The Clinton
Atilnistration has enacted and presided over momen-
tous changes in government information policy. Even
within the tradtionrdly taciturn comers of the national se-
curity bureaucracy, anew degree of openness has been

adopted. Every member agency of the U.S. intelligence
community has its own web page, for example, and de-

votes modest but increasing resources to providing pub-
lic information. In a remarkable but largely unsung bu-
reaucratic transformation, agencies have engaged in a
massive declassifimtion program yielding over hdfabil-

lion pages ofbistoricdly valuable records in the last few
years.

Many ofthese changes are tieversible. But lately,
a countervailing tendency has become evident in which
controls on national security information are being tight-
ened, and in certain respects the pendulum has begun to

swing back towards the expsmsive secrecy policies of the
late cold war yeas.

Three Categories of Secrecy

Conceptily, government secrecy falls into three
general categories. Genuine national security secrecy
means tie withholding ofinfomation based on the behef
that it could damage the national security if disclosed.
Bureaucratic secrecy refers to the unconscious hoarding
and withholding of information fiat characterizes all bu-
reaucracies, as well as the deliberate use of secrecy by
one bureaucracy against mother in intrarnwal disputes.
~oliticd secrecy means restrictions on disclosure that are
driven primtily by a desire to gaiupoliticaJ advantage by
shielding an offlcid or a program against public embar-
rassment or controversy.

Unfortunately, in acti practice, “national secu-
n~” is cornmody invoked to legitimize dl three catego-
ries of secret information, no matter how old and obso-
lete the information may be, or how self-serving its con-
tinued classification is.

But since there are significant costs to secrecy —
in terms of bureaucratic efficiency and government ac-
countability, as well as fiancid costs fiat reached $5 bil-
lion in 1998 — it is necess~ to insist that official secrecy
be limited to the “gentine” national sectity catego~, in
which damage to national security is most assuredly at
stie, and to eliminate as fm as possible bureaucratic md
political secrecy.

DOE Secrecy After the China EspionageInvestigationsp3; ChangesinFAS Staff p12;
First Chairman Dies p12; De-AlertingCampaignKicks Off p12
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Some of the progress that had been made in re-
cent years towards this elusive goal is now at risk. In
particda, allegations ofChinese nuclear espionage have
generated potent political pressures to slow or even re-
verse recent trends towards declassification, especially at
the Department of Energy, where a new reorganimtion
may actually encourage bureaucratic secrecy. As de-

scribed below, openness policies at DOE have become a
target ad a castity ofintense partisan tiosity and, dl

too often, demagoguery.

Next Steps

Responsible efforts to reform government se-
crecy policy must necessarily be nuanced and flex-
ible, because there is a core of national security se-

crets whose continued withholding serves the public
interest. There is no simple solution to the complex
problem of limiting national securi~ secrecy to its
legitimate core, and the problem will probably never
be permanently solved. But several specific declassi-
fication actions and structural reforms can be clearly
specified. For example:

Annual Disclosure of the Intelligence Budget

~. The classification of the intelligence budget
total is an icon of secrecy for its own sake, which

nicely illustrates how secrecy is often unrelated to any
threat to national security. Yet budget totals are pre-

cisely the kind of information that should be declassi-
fied, because they are indispensable for public debate

on government spending. A 1997 FAS lawsuit won
disclosure of the total intelligence budget ($26.6 bil-
lion in 1997) for the first time since World War II.
However, an identical lawsuit seeking disclosure of
the 1999 budget figure was not successful, marking a
reversal of prior trends towards greater openness and
accountabdity. Relatedy, declassification of the CIA bud-
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get (around $3 billion) is required in order to correct the
distortion of the Defense Department budget ~n which
CIA spending is hidden), and to fifill the comtitutionrd
requirement for a“re~ar statement and account” ofgov-
erurnent expendities.

Ex~anded Declassification Authority. As a
rule, classified records can only be declassified and

disclosed by the agency that originated them. This
policy protects and even encourages bureaucratic and
political secrecy. Allowing authorities outside the
originating agency to declassify records would help
to reduce secrecy to its essential core. Such “outsid-
ers” (from other government agencies) would share a
commitment to genuine national security, but would
not have the same bureaucratic or political interests.
As a result, allowing Army officials to declassify Navy
records, for example, and vice versa, would yield a

significant reduction in secrecy. This theo~ has been
demonstrated on a small scale by the Interagency Se-
curity Classification Appeals Panel. This Panel has
declassified historical records against the wishes of
the originating agency in over half of the several dozen
cases it has considered. Applying this principle
thmughoutthe cl~ification systemwotidprovide a strung

intemrd self-check against bureaucratic and politicsd se-
crecy.

Enhanced Judicial Review. The same principle
of ex~smded declassification authority could usefully be
extended to courts that decide Freedom of Information
Act lawsuits. Current case law is such that most judges
feel obliged to defer to even the siltiest agency arguments
about the need for classification. In other words, when it
comes to classification policy, judges have largely ceased
to exercise judgment. Adopting a statuto~ “balancing
test’’-requiring tit classification decisions cousiderthe
public interest in disclosure together with the security in-
terest in secrecy— and making such decisions subject to
judicird review would be one way to impel judges to as-
sert themselves and to provide another check on secrecy
phcy.

The FAS Project on Government Secrecy works
to advance these and related objectives through web-
based advocacy, media support, erg-g and litigation.
Ftier information is available on our web site at
~. fm.ords m/index.html.

This issue of tie PIR examines the current state
ofgovernrnent secrecy policy with a special focus on
the Department ofEnergy.Q

OPENNESS AND SECRECY AT THE DEPARTMENT OF ENERGY

AFTER THE CHINA ESPIONAGE INVESTIGATIONS
By Steven Aftergood

The impulse towards openness and declassi-
fication in nuclear weapons matters dates back to the
early days of the nuclear age, and is almost as old as
the more familiar impulse towards nuclear secrecy.

Henry De Wolf Smyth wrote, at the conclu-

sion of hls 1945 volme on Atomic Enem v for Mili-
tarv Purooses, that “[in] a free country like ours,
decisions must be made by the people through their
representatives. This is one reason for the release of
this report .... The people of the country must be in-
formed if they are to discharge their responsibilities
wisely.”

The release of the Smyth report — two days
after the bombing of Nagasaki — was all the more
remarkable because it is not self-evident that all of its

tectilcal content was actually required to inform the

public.
But controversy over increased “openness”

also materialized early on, especially in connection
witi the creation of a civilian Atomic Energy Com-
mission (which was advocated at the time by FAS),
and it would soon be exacerbated by reports of atomic
espionage.

As Jessica Wang obsemed in her recent book
Americrm Science in an Age of Anxiety (University of

North Carolina Press, 1999), “Conservative members
of Congress repeatedly linked American security to
the protection of secrets.. Y while scientists argued that
there was no fundamental secret to protect and that
“attempts to maintain the atomic monopoly would
fail.”

This early oscillation between nuclear open-
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ness and conservative reaction, roiled by charges ofes-
pionage, would be recapitulated several times up to
the present day, and most clearly over the past year.

The DOE Openness Initiative

The DOE Openness Initiative, introduced in
December 1993 by then-Secret~ Hazel O’Leary, was
not simply a rejection of the usual bureaucratic im-
pulse towards secrecy; rather, it arose from a reevalu-
ation of the agency’s own self-interest, which required
an improved relationship with the public, which in

turn was perceived to depend upon greater openness.
According to DOE, “...the Openness Program was ini-
tiated with a simple objective in mind: to make the
DOE open, responsive and of service to its custom-
ers, the citizens of the United States. No less than the
future of the department was at stake, for unless the
DOE could operate in an environment of trust and

fruitful dialogue with its stakeholders, the essential
missions of the Department were in j eopardy either

of being terminated outright or of being diminished
in effectiveness to the point of abandonment.”

The Openness Initiative included a number of
salient achievements and characteristics:

Fundamental Classification Policv Review.

This was a systematic reconsideration of the validity

of the classification categories used by the Depart-
ment to control access to information. The fact that
DOE undertook this effort is as significant as any of
the results that emerged. One might suppose that such
a periodic reconsideration would be an obvious com-
ponent of any rationaJ security prograu— but no other
government agency has undertaken a comparable re-
view of its classification policies and practices.

Declassification. Information was declassi-
fied at an unprecedented rate — though never as
quickly as public consumers wanted or as officials
seemed to promise — in the course of the Openness
Initiative. Whole new classes of information entered
the public domain concerning the history of nuclear
explosive testing, the production of nuclear materi-
als, md many other topics.

-. The creation of an online biblio-
graphic database of declassified documents was an-
other first for the DOE Openness Initiative, facilitat-
ing public access to hundreds of thousands ofhistori-
cally valuable documents.

The Role of Tou-Level Leadership. Contrary
to a common presumption of critics and supporters
alike, the original impetus for classification reform at
DOE preceded the Clinton Administration and the

DOE hformation Declassification Actions

80,



Page 5 January~ebmaW 2000

Former Secretary of Energy Hazel O ‘Leary

annouced the Department of Ener@’s Openness
Initiative on December 7, 1993.

tenure of Secretary O’Le~. Nevertheless, it is doubt-
ful that the Openness Initiative would have been car-
ried out but for the leadership of O‘Leary, who made
it something of a personal crusade. At other agen-
cies, and at DOE since O’LeaW’s departure, there has
been no equivalent effort. An ongoing commitment
from top-level leadership is evidently a prerequisite
for this kind of bureaucratic reform.

The Openness Initiative was bolstered by new
policies prohibiting classification of environmental,
safety and health information; by the establishment
of Site Specific Advisory Boards; by the promulga-
tion of a new regulation governing classification, and
more.

Though none of these measures constituted a
complete solution to any important problem, collec-
tively they manifested a seriousness of purpose, and
a determination to fundamentally alter the character
of DOE’s relations with the American public,

Early Opposition to Openness
(Dementia Pre-Cox)

Long before the Cox Committee report on
Chinese espionage, opposition to openness and de-
classification at the Department of Energy became
evident.

Within days of Secretary O’Leary’s first
Openness Initiative press conference on December 7,
1993, at least one conservative opponent likened the
new initiative in all seriousness to the Japanese attack

on Pearl Harbor. Washington Times columnist Frank
Gaffney wrote that O’Leary “chose Pearl Harbor Day
to launch what was, arguably, the most devastating
single attack on tbe underpinnings of the U.S. national
security structure since Japan’s lightning strike on the
7’hFleet 52 years ago.”

One might be tempted to dismiss such a re-
mark as hopelessly ignorant or perhaps a poor joke,
except that it accurately represents the views of sig-
nificant portions of the Republican leadership. It is
such views — and not the public interest in efficient,
accountable government — that would come to domi-
nate Congressional reaction to the DOE Openness
Initiative, especially after Republicans took control
of Congress following the 1994 elections.

Congress Resists Clinton Administration
Declassification Policy

Even though nuclear weapons information was
specifically exempted from President Clinton’s 1995
executive order on classification and declassification
policy, conservative cfiticism oftiat order would fo-
cus on the Department of Energy and its declassifica-
tion of information concerning nuclear weapons.

Executive Order 12958 on “Classified Na-
tional Security Information” made significant changes
in policy that all tended to reverse prior presumptions
in favor of open-ended secrecy, and to promote ac-
celerated declassification. Most remarkably, section
3.4 of the order instructed that most historically valu-
able information more than 25 years old “shall be au-
tomatically declassified whether or not the records

have been reviewed.” Wls revolutionary provision
was deemed necessary in order to break the
longstanding declassification logjam, which had led
to the buildup of over a billion pages of classified 25
year old documents, and to enable their cost-effective
declassification and release.

The immediate impact of the automatic de-
classification requirement was cushioned by an dlow-
rmce for several exempted categories of information

— includlng nuclear weapons information, which is
governed by the Atomic Energy Act — and by a five
year implementation period that would allow for the
most sensitive records to be identified and reviewed
in the traditional fashion.

But Congress (at the instigation ofcertain DOE
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850 Million Pages Declassified: 1980-1998

FY ‘S0-’94 VS. FY ‘95-’9S

officials) refused to countenance automatic declassi-
fication. Although most DOE documents were al-

ready exempt from declassification under the execu-
tive order, the FY 1996 defense authorization bill in-
cluded a provision urging abolition of automatic de-
classification and prohibiting declassification of any
DOE docments without review “The conferees are
concerned that some classified documents may con-
tain restricted data information without reflecting that
fact on the classification records. Therefore, there is
no practical means to ensure the protection of restricted
data and apply an automatic declassification system.”

This assessment was firmly disputed by the
Information Security Oversight Office (1S00), which

oversees classification policy and implementation in
the executive branch: “ ...Historical experience dis-
proves the gravity of the threat .... Over a period of 25
years, the executive branch has declassified over 300
million pages of agencies’ records in equivalent file
series, most of which were declassified without page
by page review. This bulk declassification has re-
sulted in no evidence of harm to the national security
generally, or proliferation of nuclear weapons infor-
mation specifically.. ..”

Opposition to automatic declassification — on
asserted nonproliferation grounds — surfaced again
in 1998. Senators Kyl, Shelby and Smith wrote to
National Security Adviser Berger: “...It has been
brought to our attention that, as a result of attempting

to comply with E.O. 12958, some Restricted Data and
or Formerly Restricted Data [~/F~] has been im-
properly released and that much more is in danger of
improper release in the near future.”

The concern was reiterated by Kenneth Baker
of the Department of Energy: “Highly sensitive RD/
F~ has been found embedded in documents in file

series subject to declassification and released to the
public under Executive Order 1295S. Obviously, the
intent of the Executive order was not to compromise

our most sensitive nuclear secrets. It is equally clear
that this problem poses a great national security risk...”

From a different perspective, National Archi-
vist John Carlin warned against overreaction:

“To require that every classified document in
my file be reviewed visually for RD and F~ would
be prohibitive in terms of resources. As we attempt to
institute risk management principles into our security
classification system, such a requirement would be
more retrogressive than has ever been practiced since
declassification efforts began in earnest in 1972 ....”

The outcome of this controversy was the pas-
sage of the so-called Kyl Amendment (section 3161
of the FY 1999 Defense Authorization Act) which
required a plan for protecting against inadvertent dis-
closures of ~ and FRD. The plan prohibited any
declassification of classified records that had not been
reviewed unless they had been inspected and certi-
fied to be “highly unlikely” to contain RD or FRD.
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Reaction Intensifies: The Impact of the China
Espionage Investigations

By the time that allegations of Chinese espio-
nage came to public knowledge, the dominant politi-
cal climate in Congress was already hostile to declas-
sification. By the end of FY 1998, the major innova-
tion of President Clinton’s Executive Order 12958 —
automatic declassification — had yielded an unprec-
edented, almost unimaginable 600 million pages of
declassified documents. The declassification process

had already been constrained by the 1998 Kyl Amendm-
ent, but Congressional reaction to the Chinese es-
pionage scandal now threatened to slow declassifica-
tion further, even to reverse it.

The most direct impact of the China espio-
nage investigation is contained in a legislative amend-
ment offered on May 26 by Senate Majority Leader
Trent Lott.

Declaring that “the damage to U.S. national
security as a result of China’s nuclear espionage is
probably the greatest I have seen in my entire career,”

Senator Lott claimed to discern a relation between this
damage and Hazel O’Leary’s Openness Initiative a
few years before. As part of a package of rrmend-
ments offered in response to the espionage scandal,
Senator Lott introduced one amendment concerning
declassification:

“The amendment proposes a mechanism for
determining the extent to which then-Secretary of
Energy Hazel O’Leary’s ‘Openness Initiative’ resulted
in the release ofhlghly-classified nuclear secrets. We
already know, for example, that some material has

been publicly-released that contained highly-sensitive
‘Restricted Data’ or ‘Formerly Restricted Data’.”

“While we are rightly concerned about what
nuclear weapons design or other sensitive informa-
tion has been stolen through espionage, at the same
time we must be vigilant in ensuring that Mrs.
O’Leary’s initiative was not used, and any future de-
classification measures will not be used, to provide
nuclear know-how to would-be proliferators in Iran,
North Korea, and elsewhere.”

The amendment applied the review require-
ments of the 1998 Kyl Amendment retroactively to
documents that had already been declassified under
E.O. 12958. That is, it required development of a
plan tore-review the hundreds of millions of pages of

Senator TrentLotj l;nkddeclmsl$cat;on with
Chinese espionage, andcalledfor re-?eview

of the 600 million pages declassified between
1995-1998.

documents declassified between 1995-1998 to deter-
mine if they contained Restricted Data, nnless they
were certified as “highly unlikely” to contain such in-
formation. (Contr~to Senator Lott’sremarks, the
amendment has nothing to do with the declassifica-
tionunderthe DOE Openness Initiative.) Theamend-
ment was included in the final version of the FY 2000
defense authorization bill and signed by President
Clinton.

This provision will drastically slow theim-
pressive momentum of the declassification program
at DOE and elsewhere. Further, it will divert sub-
stantial resources from fiture declassification to the
review of records that have already been declassified,
negating at least in part the progress that had been
made until now.

Declassificationat ~0~:
<<worseThan The Rosenberg”

Generally speaking, the controversy over
openness poses an awkward challenge to conserva-
tive thought. Onestrand of conservatism, whlchis
traditionally suspicious of concentrations of gover-
nmentpower, tends to be hostile to government secrecy
asanarrogation of authority. Another school of con-
servativetiought seems to vahre rm ever-expanding
military and security infrastructure (and budget) over
anything else, and accepts indiscriminate secrecy as
unacceptable price topayfor this goal. Another, in-
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creasingly vocal element is committed above all to

delegitimizing government. In opinion pieces in the
Washington Times and on the floor of Congress, these
“radicals” attack personalities as much as particulm
policies, and bend or invent facts to poison the politi-
cal process.

The unfolding of the Chinese espionage scan-
dal provided a pretext for several members of Con-
gress to suggest, as Senator Lott had already done,
that there was a link between espionage and the En-
ergy Department’s declassification program — and
to tarnish the Openness Initiative by association.

The following floor statement by Rep. Dana
Rohrabacher (R-CA)on June 8, 1999, is notable for
its fervor and malicious fantasy:

“Hazel O’Le~, President Clinton’s Secret~
of Energy from 1993 to 1997, was the grand poobab
of nuclear openness .... In fact, she massively declas-
sified secrets and put them on the Energy
Department’s web site, including the diagrams of some
advanced nuclear weapons .... See, the idea is if ev-

erybody had all this information, information about
deadly weapons technology that we had spent hun-
dreds of billions of dollars developing, that if every-
one had it, well then, it might be a more peaceful
world. This is worse than the Rosenberg. This is

looney tunes. This is someone who has a faatical
auti-Americarr attitude in a position to hand over to
our worst enemies secrets that put our young people
and our country in jeopardy ... . This was not a
going-out-of-business sale on the part of the United
States Government; this was a going -out- of- sanity
sale on the part of the United States Government.
Those who benefited the most were the minions of
the People’s Republic of China, the Communist Chi-
nese ....”

Rep, Curt Weldon (R-PA) was even more
committed to this form of attack. On at least four
occasions, he took to the House floor to (falsely) at-
tack Hazel O’Leary and the Clinton Administration
for having leaked the design of the W-87 warhead to
U.S. News and World Report

“On July 31,1995, this administration, not the
Reagan administration, not the Bush administration,
not the Carter administration, this administration
leaked the design for our W-87 warhead to U.S. News
and World Report. Not just the Chinese, the North
Koreans, the Iraqis and Iranians, anyone who would
buy US. News and World Report on July 31, 1995
got a documented diagram of the W-87, wtich up until
that point in time was classified.”

“Here is the color version of what the Depart-
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Under pressure from Congress, Energy Secretary Bill
Richar&on has deemphusized declassl~cation.

ment of Energy released to U.S. News and World Re-

port. This design shows in some detail the way our
most capable nuclear warhead works. It shows and
explains the process, it shows and locates the tech-
nology, the fuel, the process, the activity, the physics
of the way America’s most capable warhead would
work. This was not secretly stolen by the Chinese,
that this administration maintains they found in 1995.
This diagram was given to U.S. News and World Re-

port by this administration in 1995, and reproduced
in U.S. News and World Report.” (618199)

Every assertion in this harangue is wrong. The
“design” of the W-87 warhead that appeared in U.S.
News is not a design at all. It is au artist’s conception
based entirely on sources in the public domain. It
was not a DOE document and could not have been
given to the magazine by anyone in the Clinton Ad-
ministration. Since it was never a government docu-
ment, it was never classified. Nor did the underlying
information originate with Hazel O’Le~ or the De-
partment of Energy. It was not “leakefl at all; rather,
it cme from the Natural Resources Defense Council

N~C), which was explicitly credited by the US.
News graphic artist. Christopher Paine ofNRDC con-
firmed that in 1995 he had indeed provided the infor-
mation on which the illustration was based in 1995,
and in retrospect he voiced doubts about the accuracy
of the U.S, News artist’s rendering.

Although plainly false, the allegation was evi-
dently too seductive for Rep. Weldon, au influential
member of the Republican right wing, to let pass, and
he erupted again and again:

“Mr. Speaker, I say to Bill Richardson, tell

the truth ... Hazel O’Leary leaked the plans, which

are in this magmine, for the W-87 nuclear warhead.
Tell the truth, Bill Richardson.” (6/8/99)

Disappointingly, no one in Congress would
stand up to say that Weldon’s charges were false. If
Weldon and his colleagues intended to defame
O’Le~ and to place the DOE Opermess Initiative in
disrepute, they succeeded.

Where Are We Today?

In a significant symbolic action, then-Secre-
w H=el O’Le~ renamed the former Office of Clm-
sification as the Office of Declassification in 1993 in
order to emphasize the new priority of openness and
declassification. In au equally significant response to
the Chinese espionage scandal, Secretary Bill
Richardson announced that it would be redesignated
the Office of Nuclear and National Secnrity Informat-
ion. The declassification program that DOE once
boasted of has become almost unmentionable.

Declassification review — which is required
under the Atomic Energy Act — still continues at the
Department of Energy, but under a cloud and under
some difficult constraints.

❑ In compliance with tie new Lott Amendment, 47
DOE declassifies were detailed to the National
ArcElves as of last October to conduct surveys
of the 450 milhon pages ofhlstoricaJ documenfi
that hadpreviomly been declassified and relwed

under E. O. 12958 to search for inadvertent re-
leases ofRestricted Data md Formerly Reticted
Data. Since no money was appropriated for this
new task, funding must come from resources in-
tended for other declassification programs. This
re-review of declassified documents under the
Lott Amendment will probably take two years,
according to DOE and National Archives offi-
cials.

❑ In compliance with the 1998 Kyl Amendment,
automatic declassification has drastically di-
minished, as every file series that is not spe-
cifically certified to be “highly unlikely” to
contain ~/FRD is reviewed page-by-page.
(Some officials say automatic declassification
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wotid have diminished anyway sinw agencies bad

&eady automatically declassified most oftheir
“easy” files that dld not require review.) DOE
has trained over 860 reviewers from other agen-
cies to spot RDFRD in their files. DOE has con-
ducted “qtiity control audits” on over 12ruilfion
pages (out ofa set of200 million pages) that had
been declassified but not yet releasedtito tie pub-
lic domain. Some RDR~ was found and re-
covered.

H Processing by DOE ofFreedom of Information

Act requests involving classified records requir-
ing review has a~ost ground to a hrdt.

indeed, is considerably older than tie national average of

scientific, engheering, andtectid pemonuel engaged in
other endeavors,” according to the Mach 1999 Report
of the “Chlles Commission” on Maintaining Nuclear
Weapons Expertise, which~so identiedtbe cumkome,
time-consuming securky clemmce process as an obstacle
to recrui~ent.

“The situation is particularly critical for the
small group of nuclear weapons designers, 60% of
whom are over 50 years old,” one senior Los Alamos
scientist told FAS on condhion of anonymity. “It is
hard to find first-rate scientists willing to become de-

signers. These are the people directly responsible for
ensuring the safety and reliability of the nuclear stock-

“For us lab employees, 1999was a year in which
our sane world metamorphosed into one that had
been described by authors like Ka&a and Orwell.
They had written about worlds in which omnipotent
bureaucracies reign ruthlessly, inventing reasons why
every citizen’s loyalty and credibility must be ques-
tioned and therefore monitored. Sound familiar?”

—from the Dec. 1999 Newsletter of the Society of
Professional Scientists and Engineers, an associa-
tion of employees of Lawrence Livermore National
Laboratory

More fundamen-
tdly, the recent mania over
security has itself damaged
security insofar as it has cur-
tailed international coopera-
tive relationships on nuclear
nonproliferation matters.

A productive and
promising U.S.-China Arms

Control Techuicd Exchange
program was suspended
early last year, in the wake
of allegations publicized by
a congressional select com-
mittee (the Cox Committee) that China was engaged
in espionage. “The program’s payoff to national se-
curity was just beginning,” wrote Marco di Capua of
Lawrence Livermore National Laboratory, “and its
suspension... is a setback to U.S.-China progress on
arms control.” In a recent critique of the Cox report,
Wolfgang Psmofsky noted that the espionage contro-
versy may also jeopardize the “lab to la&’ program
“under which scientists at American nuclear weap-
ons laboratories collaborate with their counterparts in
the countries of the former Soviet Union... in strength-
ening the safeguards against diversion of weapons-
usable materials.”

Meanwhile, in what might be considered a
right-wing program for nuclear disarmament, new
security measures are undermining the already tenu-
ous efforts of the national laboratories to recruit and
maintain scientific talent.

“The nuclear weapons workforce is aging and,

pile. They are also respon-
sible for the safety of the dis-
assembly smdremarudacturing
processes being introduced os
the U.S. domsizes its nuclear
mend.”

“To jointbis ehte group,
a Ph.D. scientist must train for
five years mder an experi-
enced designer. Weapons de-
sign is mostly m orsdtradhion.
If the chain of trmsmission

from mentor to student is bro-
ken, the knowledge is lost.
me majority ofdesigners will

be retiring in the next ten yems. We need new recruits
now in order to preserve the knowledge that is in the
heads of the people who designed the weapons in the
nuclear stockpile.”

“The new security regulations and other
changes enabled by the espionage scare tiat are be-
ing implemented at the nuclear weapons labs are dra-
matically decreasing the number of new recruits.
These changes could well have the unintended con-
sequence of destroying the very knowledge they are
meant to secure.”

Conclusion

The momentum in favor of openness and de-
classification at the Department of Energy has by now
largely dissipated. The champions of the DOE Open-
ness Initiative and their considerable achievements
have been mocked and slandered. me same congres-
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sional leaders who are eager to dismantle the arms

control regime of the past several decades with no
viable substitute warn ominously of the proliferation

consequences of the inadvertent release of a stray
document at the National Archives.

One unknown factor is the impact on open-
ness and declassification of the new National Nuclear

Security Administration, the entity established by
Congress in the FY 2000 Defense Authorization Act
to oversee the nuclear weapons production complex.

Anticipating a worst-case scenario, Rep. John
Dingell warned that by creating the new semi-autono-

cormption: “This proposal . recreates essentially the
Atomic Energy Commission, one of the most secre-
tive, one of the most sneaky, and one of the most dis-
honest agencies in government. They lied to every-
body, including themselves, and the Congress of the
United States the Executive Bmuch. ...”

“We spent years trying to open this process to
see to it that the Congress and the Members of this
body know what is going on so that we could protect
our constituents against the rampages of that kind of
agency in the future... If we do not learn from his-
tory, we are going to repeat it. In iust a few years the

mous sub-agency, Congress was leadlng the country secrecy they ‘me going t~ engage ii . . is goi~g to lead
back into the darkest days of cold war secrecy and to fnrther abuses.”0

Inadvertent Releases of Classified Information

A new report to Congressfrom Energy Secretary Bill Richardson notes that inadvertent releases of classl~ed
nuclear weapons information — known as Restricted Data (RD) or Formerly Restricted Data (FRD) — have

occurred in recent years. Sigrdycantly, however, these releases appear to have had no proll~eration conse-
quences whatsoever. In thefollowing excerptfiom the report, DOE assesses the implications of the inadvert-

ent releases..

From a generic perspective, it is well known that potential strategic adversities, emerging prolifemt nations
and terrorist goups aggressively tasget U.S. nuclear weapon information and that offlcid documents and records are

ofien regarded as having significantly more value than other sources of information about nuclear weapons related
information.

Information regarding older nuclear weapons is of value since it is often technically less sophisti-
cated. Whh sufficient information and materials, a prolifemnt could construct an old design more easily than
current weapo~ with a greater probability ofundergoing successfl detonation.

Prohferants andpotentid adversaries cm benefit horn credible authenticated information about nuclear weap-
ons. This information can provide improvements in design confidence in untested designs, and corroboration of
information obtained from intelligence sources and other inadvertently released classified information. Minor details
and authoritative qualitative evaluations both contribute to tectilcal base capability and understanding needed for
successful development of nuclear weapons. Inadvertently released nucleas weapons design information (RD) can
provide usefil design parameters to emerging proliferant nations and to terrorist groups. Pieces of information can
contribute to the effectiveness ofmosaic and compilation techniques ofintelhgence sources.

Additiondly, the nuclear weapons utilization information @RD) cotid assist potential stitegic adversaries in
assessing the strengths and wetiesses of the U, S. nuclear arsensd. Revelations of deployment of nuclear weapons
outside of the U.S. may violate international agreements and harm diplomatic ties with some nations, which could
undermine our nucleas deterrent.

Even though the classified documents described in this report were declassified inadvertently, only in

one case is there compelling evidence that classified information was compromised, i.e. obtained and used
by a resemcher. In tils one case, the compromised information related to the deployment of nuclear weapons
in a foreign coun~ in the early 1950s &RD) rather than tie design or production of a nuclear weapon.D
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Hail and Farewell to FAS Staff of the University of Virginia, she brings to FAS her non-

Pamina Firchow has come on board as a research
profit administration background and a whole lot of
enthusiasm. R -GK

assistant with the Arms Sales Monitoring Project. Re-
centiy returned from a year long fellowship with the Ger-
man Bundestag, she has extensive background on Latin
American political issues, especially sm~l arms trade.

Amy Rossi will be assisting FAS President Jeremy
Stone as well as coordinating the search for a new FAS
President. Afier graduating from the State University of
New York at Brockport last spring, she interned at the
Washington Office on Latin America before miving at
FAS this December.

We are sorry to say goodbye to Mary Santos, our
OrgtimtionManager since Jdy 1999, who has left FAS
to help with Bill Bradley’s Presidential campaign. We
welcome her replacement, Karen Kelley. A graduate

R. Wilson, First Chairman, Dies

FAS deeply regrets the death at age 85 of
Robert R. Wilson, its first elected Chariman
(1945-1946). Dr. Wilson was a charming and bril-
liant Renaissance man, and one the first at Los
Alamos to folly understmd, md act upon, the dsm-
gers ofnuclear weapons. He is best known for his
leadership of the design and constmction of
Fermilab, though he worked with the Federation
throughout hls life. U -JJS

De-Alerting Campaign Kicks Off

me U.S. and Russia still matitain thousmds ofnuclear warheads on “hair trigger” alert, ready to launch on
warning. “De-alerting” these weapons systems so tiat the launch sequence takes somewhat longer would substan-
tially reduce the risk of accidentd launch, a scenario that is among the most probable ofrmclear disasters.

A nationwide campaign to promote de-derting was initiated h December, and will ticlude local organitig
efforts around the country. For details about events in your area, or for tier information, cdl 1-877-BESAFE or
visit www.ddert. org.

If you would like to receive occasional notices about similar opportunities for engagement in the
future, please emailyour name and zip code for ver+cationpurposes) to alert~as. org. U
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